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0€30aCHOCTI.

®OC BKIOYAIOT KOHTPOJIBHBIE MaTepHalIbl

1. Oomme mojro:KeHUs
®onnx oneHouHbIX cpenactB (manee — POC) mpenHasHayeH MJIs8 KOHTPOJISI W OLEHKH
pe3yJbTaTOB OCBOCHHUs OOydarommMmucsi y4deOHo# aucuumiuHbel «OCHOBBI  MH(POPMALMOHHOM

UL TIPOBEICHHUS TEKYLIero KOHTPOJIS
yCIIEBAEMOCTH M TPOMEKYTOYHOH arTecTanuu OO0yJarommxcs, pa3pabOTaHHBIE B COOTBETCTBHU C
tpeboBanusimu @I'OC CIIO u copepxkanueM padoueil mporpaMmbl y4eOHOW AMCHUTUINHBL.

2. Pe3yabTaThbl 0CBOEHHS Y4eOHOI TUCHMILIMHBI, MOJIeKALIE TPOBePKe
Koo OK, Ymerhb 3HarTh BaaaeTrh HaBBIKAMH
IIK
OK.01 Bribupats criocobs! pacrio3HaBaTh 3aJauy W/WIH | aKTyaJIbHBINA -
pelieHus 3a1aq npoOemMy B npohecCuOHANBHBIN U
npodeccHoHaIbHOI po(eCCHOHANLHOM W/MIIM | COLUANIbHBIA
ACATCIIBHOCTH

IMPUMCHUTCIIBHO K pa3IMYHbIM
KOHTCKCTaM

COLIMAJIbHOM KOHTEKCTE;
AHAIM3UPOBATH 33729y
u/uiau npooiemy u
BBIIEJISTH €€ COCTABHBIE
YacTH; OMPEIENATh ITArbl
pEIICHUS 33]]a4H; BBISBIISTh
1 3 (HEKTUBHO UCKATH
uH(popMaLuIo,
HEOOXOUMYIO IS
pEIICHUS 33a]a9H W/WITH
poOJIEMBI;

COCTaBJIATDH IIAH JCHCTBUS,
OTpeeNATh He0OXOJUMbIe
pecypchl;

BJIQ/IETh aKTyaJIbHBIMH
MeTOJJaMH pabOThI B
npodeccuoHaNbHOM U
CMEXHBIX chepax
pean30BhIBATh
COCTaBJICHHEIN IIJIaH;
OIICHUBATh PE3YNbTAT U
MIOCIICACTBHSI CBOUX
JIeHCTBHUI (CaMOCTOSTENIBHO

KOHTEKCT, B KOTOPOM
IPUXOJUTCS paboTaTh
U )KUTb; OCHOBHBIE
UCTOYHUKHU
uHdopmanuu u
pecypcesl st
peleHus 3aaad u
npo0Jjem B
npohecCuOHaTEHOM
W/WTH COITUATEHOM
KOHTEKCTE;
QITOPUTMBI
BBITMOJTHEHHSI paboT B
po(heCCUOHATILHOM U
CMEXHBIX 0051acTsIX;
METObI pabOTHI B
npohecCuOHANBHON U
CMEXHBIX cepax;
CTPYKTYpY IJIaHa JIst
peleHws 3a1a4;
MOPSTIOK OLEHKU
Pe3yabTaTOB PEIICHUS
3ama4y

WM C TIOMOIIbIO npodeccroHanbHOI
HACTAaBHUKA) JeSITebHOCTH
OK.02 Ucnons3oBaTh OTPENIETIATh 3a/1a4u IS HOMEHKJIaTypa -
COBPEMEHHBIC CPEACTBA MOUCKa UHPOPMALIUY; UH(POPMALIMOHHBIX
IIOHUCKa, aHaIn3a u OTIPENIEeTISATh HEOOXOqUMBIC HUCTOYHHUKOB,
MHTEPIPETAMH HHPOPMAIMH, | yeTournKM HHDOPMALIUHY; IIPUMEHSAEMBIX B
1 MH(OPMALMOHHbIC IUIAHKPOBATH TIPOIIECC npoeCCHOHATBHOM
TCXHOJIOTHH VIR BITOMHCHUA | 17y exea: cTpyKTypHpOBaTh | JEATENHHOCTH;
3a1a1 MpodeccroRabHOM MOJIy4aeMyto HH(POPMAIUIO; | TPUEMBbI
JACATCIIBHOCTHU ?
BBIJICNIATH HanboJee CTPYKTYPUPOBaHUS
3HAYUMOE B [IEPEYHE nHpopmanuy; hopmar
uHpOpMaINH; OLIEHUBATh oopmienus
MIPAKTUYECKYIO 3HAYUMOCTh | PE3YyJIbTaTOB MTOMCKA
pe3yJIbTaTOB MOKCKA, uH(pOpMaIHH,
0(pOpMIISITh PE3yabTaTh COBpPEMEHHBIC
MOUCKA, IPUMEHSTh CpeAcTBa U
cpencTBa YCTpOMCTBA
UH(POPMAIIMOHHBIX nH(pOpMaTHU3aLINY;




TEXHOJIOTUH JUIsl PCIICHHUS
po(hecCHOHANBHBIX 3a71a4;
UCTIO0JIB30BaTh COBPEMEHHOE
porpaMMHOe oOecrieueHHe;
UCTIOJIB30BaTh Pa3INYHbIC
1u(pOBBIE CPEACTBA JISI
pelieHHs

TOPSITTOK UX
MIPUMEHECHHUS U
IPOTPaMMHOE
oOecrieyeHue B
npodeccuoHaTbHON
JESTEIILHOCTH B TOM
qHCIe ¢

npo(heCcCHOHANBHBIX 337]a4 | UCIIOJIb30BaHUEM

1U(POBBIX CPEJICTB.

OK.09 Ionb3oBaThes MMOHUMATh TEKCTHI Ha JIEKCUYCCKHI

poecCHOHATBHON 0a30BbIE MUHHUMYM,

AOKYMCHTaLMeH Ha po¢eCCHOHAIBHBIC TEMBI OTHOCSILIUNCS K

TOCyJapCTBEHHOM U OIUCAHUTIO

WHOCTPAHHOM SI3bIKaX [PEAMETOB, CPEICTB U
MPOLIECCOB
npodecCuoHaIbHOM
JIEATEIIbHOCTH

IIK 1.1 IMpoextupoBaTh 6a3b - MPUHLIMIIBI

JIAHHBIX. 0e301acHOCTH

XPaHCHUS JaAHHBIX

[IK 1.4 AamunUCTPHPOBATH
0a3nl JaHHBIX

METOIBbI 3aIUTHI 0a3
JIAHHBIX OT BHELIHUX

yTpos
I1K 1.5 3amumars mudpoBaTh JaHHBIC U MPUHLIMIIBI
uH(popManuio B 6ase TaHHBIX | 0OecreYnBaTh UX KpuInTorpapuu u
C UCIIOJIb30BAHUEM KOH(pHICHIIMAIBHOCTh METOI0B

TEXHOJIOTHH 3aIIUThI
WH(OPMAITHIHL.

MUPPOBaHUS JAHHBIX
CTaHAapTHl U
MIPOTOKOJIBI
0e30IMaCHOCTH, TAKUX
kak SSL/TLS, SSH,
Kerberos u np.
METOTbI
ayTeHTU(UKAINU U
aBTOPH3AIHN
MOJIb30BaTENEH,
BKJTIOYAsS
UCIIOJIb30BaHHe
Maposeu,
CepTUPHUKATOB U
OMOMETPUUECKUX
JTAaHHBIX
3aKOHOJIATEITLCTBO U
CTaHIapTHI
0€30IacHOCTH, TaKHe
kak GDPR, HIPAA,

PCI DSS u np.
1K 3.1 Cobupars ncxoxHsie - oTpaciieBas
JAHHbIE 1JIS pa3pabOTKH HOpMaTHUBHAs
IMPOCKTHOU JOKYMCHTAIIUN Ha TEXHUUYECCKaA
UHGOPMAIMOHHYIO CUCTEMY. JIOKYMEHTAIIUS

HCTOYHHUKHU

nHpopmanuu,

HEOOXOIMMOM IS
po¢heCCUOHATHHON




ACATCIIbHOCTH

COBPEMEHHBIIN
OTCUECTBECHHBIN U
3apyOC)KHBIN OTBIT B

npodeccrnoHabHOM

JIeSITENIbHOCTH
[IK 3.2 PaspabatbiBath - MIPUHIIUIIBI 1 METOJbI -
MPOEKTHYIO TOKYMEHTAIUIO obecneueHUs
Ha Pa3pabOTKy 0€30MaCHOCTH
WH(GOPMAITMOHHOW CUCTEMEI B MH(OPMAITMOHHBIX
COOTBCTCTBUU C CUCTEM
TpeOOBAHMSIMH 3aKa3uHKa.
1K 3.3 PazpabarsiBathb aHau3 TpeOOBaHMIA IIPUHLIMIIOB IpPUMEHEHHE
TIOJICHCTEMBI OE30TIACHOCTH 0e30nacHOCTH 0e30MMacHOCTH COBPEMEHHBIX METOJIOB
MH(OPMALIMOHHON CHCTEME! B | HH()OPMALMOHHBIX CHCTEM UH(POPMAIMOHHBIX Y TEXHOJIOTUH B
COOTBCTCTBHH C TCXHUICCKNM CUCTEM o0nactu 6€30MacHOCTH
3alaHACM. COBPEMEHHBIX MHPOPMAIHOHHBIX

METOJIOB U CUCTEM

TEXHOJIOTHI B

obriactu

0€30MacHOCTH

UH(GOPMaIMOHHBIX

CUCTEM

3aKOHOAATEIbHBIX U

HOPMAaTHBHBIX aKTOB B

obriactu

0€30MacHOCTH

UH(GOPMaIMOHHBIX

CUCTEM
[1K 3.5 Unrerpuposars - VCTOYHUKH yIpo3 -
UH(OOPMAITMOHHYO CHCTEMY C WH(POPMaITUOHHOMN
CyLIECTBYOHUMHA 0€30MacCHOCTH U MEPbI
UHGOPMAITUOHHBIMU [0 HX
CHUCTCMaMHU 3aKa34HuKa. IpEIOTBPAIEHHUTO
[IK 3.7 Pa3pabatsiBath pa3palaTeIBaTh U OCHOBHBIE YTPO3bI HCIIOJIB30BaHUE
TEXHMYECKYIO IOKYMEHTAIMIO | pEaJIM30BbIBATH MEPHI 0e30macHOCTH mu(pPOBaHUS TaHHBIX
Ha 3KCIUTyaTaluo 0€e301acHOCTH MOOWIBbHBIX IS 3aIATHI
MHDOPMAIMOHHON CUCTEMBL. | peaTH30BBIBATH IIPUIOKEHU N KOH(HICHIIMATbHON

XDIIMPOBAHUE MTAPOJIEH, NIPUHLIUIIBI uH(pOopMalnu, TaKou
CECCHOHHBIE TOKEHBI U Kpunrorpaguu u KaK MMapoJy,

JIBYX(haKTOPHYIO
ayTeHTH(UKALIHIO

m(ppoBaHUs JaHHbIX.
CTaHIapTHI U
MPOTOKOJIBI
0e30IMaCHOCTH, TAKUE
kak HTTPS, OAuth u
OpenlD Connect
3aKOHOJIATETIHbHBIE U
PEryIATOpHBIE
TpeOOBaHUS K 3aINUTE
JTAHHBIX, BKJIFOYast
GDPR u HIPAA
OCHOBHBIE MIPUHITUITBI
0€30MMacHOCTH
uHpopMaIU U
METOIOB €€ 3aIUTHI.
CTaHJIaPTHHIE

HCpCOHaHBHBIC JTAaHHBIC
MOJIb30BaTEIEH U
Apyrue
qyBCTBUTEIHHBIC
JIaHHBIC.

NpPUMEHEHUE
MCXAHU3MOB
XEIIUPOBAHUS JUIS
3alIUThI apoJIei
[I0JIb30BaTEIEH OT
HecaHKHI/IOHHpOBaHHOF
0 JIOCTyTIA.
oOecrieueHue
0€e30acHOCTH
nepeayn JaHHBIX
Me)KI[y KIINCHTCKUMU




KpUNTorpaguueckue
QITOPUTMBI JJIS
mUPPOBaHUS JAHHBIX
TIPUHIIUITBI
obecrnieueHus
0e30MMacHOCTH
nepegavy JaHHbIX 110
cetH

OCHOBBI 0€30I1aCHOCTHU
MIPUJIOKEHUN U
UHDPaCTPYKTYPHI
METO/IbI aHaJN3a Ha
ySI3BUMOCTH U
MOHHUTOPHUHTA
0e301acHOCTH
3HAHUE OCHOBHBIX
MPUHIIUIIOB U
METO/IOB 00€CTICUCHHS
6e3onacHoctr UT-
UHPPACTPYKTYPHI U
BEO-TIPHIIOKEHU
MIOHMMAaHUE
pa3IMYHbIX
YSA3BUMOCTEMN U yTPO3
0€e30I1aCHOCTH, a
TaK)Xe CIIocOO0B UX
IpEeIOTBPAICHHS U
oOHapyKEeHUsI
3HaHHE UHCTPYMEHTOB
M TEXHOJIOTHH 11
obecrnieueHus
6e3onacuoctu UT-
UHOPACTPYKTYPHI U
BEO-TIPUIIOKEHUH,
TaKUX Kak
OpaHIMay’pHl,
CUCTEMBI
oOHapyXeHUs
BTOP’KECHUU U
AHTUBUPYCHBIC
IPOrPaMMBI

YCTPONCTBAMHU U
cepBepami ¢
HCIIOJb30BaHUEM
MIPOTOKOJIOB
mIHPPOBAHUS, TAKKX
kak SSL/TLS
coOIroIeHue
3aKOHO/IaTeILCTBA U
pEryJsIui B 00J1aCTH
3aIUTHI JaHHBIX




3. PacnipeniesieHue olleHUBaAHNS Pe3yJIbTATOB 00yUYeHHs 10 BUIAM KOHTPOJIsI

HaumeHoBaHue 351eMEeHTa IPAKTUYECKOT'O OIIbITa,
YMEHUH WIH 3HAaHUI

HanmMeHoBaHME OIIEHOYHOTO CPEACTBA TEKYIIETO
KOHTPOJIS ¥ IPOMEKYTOYHOHN aTTeCTaIiH

Texkywmunii KOHTPOJIb

IIpomexyrounas
aTrecTanus

I1O.1. criocobeH MPUMEHSTh TEOPETUUECKUE 3HAHUS
Ha TMpakTHKe TMpH padoTe C  pa3inuYHbIMU
OTIePAIIMOHHBIMH CHCTEMaMt

I10.2. ymeeT aHaIM3UPOBATH U PEIIATh 331a91
CHUCTEMHOT'O aIMUHUCTPUPOBAHUSI,;

I10.3 roToB K OCBOSHMIO HOBBIX TEXHOJIOTHH B
00J1aCTH OMEPaIIMOHHBIX CUCTEM U CPEL

VI. ompenendaTb 3ajayd  JUId  IIOMCKa
nHpopmanuu; OMPEAETATh HEOO0XOIMMEIE
WUCTOYHUKY HH(POPMAINH; IITAHUPOBATH IPOIIECC
MIOUCKA, CTPYKTYpUPOBATh MOJIYYaeMYHO
UH(pOpMalLINIO;

V2. BbIACHATh HauboJiee 3HAYMMOE B TIEpPEUHE
uH(pOpMAaINH; OIICHUBATh IIPAKTUYECKYIO

3HAYUMOCTb Pe3yJIbTaTOB [IOMCKA;

V3. opopMIsTh pe3ynbTaThl MOUCKA, TPUMEHSTh
cpencTBa HMH(DOPMALMOHHBIX TEXHOJOTHHA IS
penieHus mpodeccHoOHABHBIX 3a1a9

31.HOMEHKJIaTypa MH(pOPMAaLMOHHBIX
HCTOYHUKOB, IIPUMEHSEMBbIX B
npoeCCUOHATIBHON  JeSITENbHOCTH;  MPUEMBbI

CTPYKTYpUPOBaHUS HH(OpMaLIUK;

32. ¢opmar odopmiIeHHS DPE3yIbTATOB IMOUCKA
uH(pOpMallii, COBPEMEHHBIE CpeACTBAa U
yCTpoiCTBa HH(OPMATH3ALINY;

33. HOpsAIOK UX NPUMEHEHHS U IIPpOrpaMMHOE
obecredyeHue B poQeccHoHaIbHOM
JIEeATEIIbHOCTA B TOM YHCJIE C HCIIOJIb30BaHUEM
U(PPOBBIX CPEJICTB.

Kommsrorepnoe
TECTUPOBaHME HA
3HaHHE TEPMUHOJIOTUH
IO TeMe.
KonTponsHsie
3a7laHusd, pelIeHue
3a/1a4 110 TEME.

BOHpOCI)I K 3a4€Ty




4.1.

1
a)
b)
c)
d)

2.

4. KoHTpoJbHbIE 3a1aHusl VIS OLEHKH Pe3yJIbTAaTOB OCBOCHHUS y4eOHOMH
AUACHMIIIMHBI
KoHTpoJibHbIe 3a1aHKs ISl TEKYLIEro KOHTPoJist Pa3zmen

1. YnpagBienue 6e3onacHocThI0 mHGopmamnun TecToBbie

3aJaHus

(OB) BazoBas Tpuaaa ungopmanuonnoii 6ezonacuoctu (CIA Triad) Bkiaouaer:
KondpuneHnmanbHOCTb, IETOCTHOCTb, IOCTYITHOCTb

Kpunrorpadus, nnentudukanus, ayreHTUDUKAINAS

3amuTa, KOHTPOJIb, ayJUT

Pucku, yrpo3ssl, ys13BUMOCTH

(MB) Kakue u3 CJICAYIOIMX IJIEMEHTOB ABJAITCH KOMIIOHEHTAMHU CUCTEMbI

ynpasJieHusi uH(popManuoHHoi 6e3onacuoctbio (CMUB)?

a)
b)
c)
d)

3.

[TonmuTuky U npoueypsl 6€30MaCHOCTU

TexHuueckue cpeacTBa 3auuThl (OpaHIMay3pbl, aHTUBUPYCHI)
OcBeIOMIIEHHOCTb U 00y4€HHUE NepcoHaa

[Tporneccel yrpaBiieHUs] HHIUAEHTAaMU U HEIPEPbIBHOCTHIO OM3HEca

(CO) IIpouecc BbIsIBIeHHS, aHAIH3a W OUEHKH MNOTEHUHAJIbHBIX

HETraTUuBHBIX COﬁbITHﬁ, KOTOpPbI€ MOIyT NOBJIUATHL HA AKTHUBbI OPraHM3alid, Ha3bIBACTCH

puckoB. Omeem:

4.

(OB) 3akononareabHblii akT Poccuiickoii @enepanuu, KOTOPbIH SIBJISETCA OCHOBHBIM

PeryJsiropomM B 00;1acTH 00pad0TKH NEePCOHAIBHBIX JAHHBIX, — 3TO:

a)
b)
c)
d)

5.
a)
b)
c)
d)

6.

©3-152 «O nepcoHaNBbHBIX TaHHBIX)

©3-149 «O6 nnpopmannu, THHOPMAITHOHHBIX TEXHOJIOTHSIX M O 3alIUTE HH(POPMAIIH)
®3-187 «O 6e30macHOCTH KpUTHUECKOH MHPOPMALIMOHHOW MH(PACTPYKTYpPBD»

VK P®, rinasa 28

(MB) Kakne u3 nepe4ncjeHHbIX YIPO3 MOKHO OTHECTH K COLlHATbHON HHKeHepuu?
@uiuHr (MoIeNIbHbIE TUChMA)

Bupyc-mmdpoBanbiuk (ransomware)

[TperexcTHHT (CO3/1aHKE JI0XKHOTO MpeJIora AJIsl MOJy4eHHUs HHPOPMAIUN)

DDoS-araka

(OB) CaiabocThb B cucTeme, poieaype Uil KOHTPOJIe, KOTOPOii MOKeT BOCIO0JIb30BAThCS

yYrposa, Ha3bIBa€TCs:

a)
b)
c)
d)

7.

Puckom

VY A3BUMOCTBIO
Nummnentom
KonTpmepoit

(CO) Tun BpegoHOCHOT0 NPOrpaMMHOI0 o0ecrevyeHusi, KOTOpoe MaCKHPyeTcs MOoJ

JIETUTUMHYIO IPOTrPaMMYy, HO BbITIOJIHSIET BPEIOHOCHDIE [1eiiCTBHSI, HA3bIBAETCS
Omeem:

8.

(OB) ATaka, Ipu KOTOPOI 3710YMBIILICHHHK NePeXBaThIBACT U, BO3MOKHO, H3MEHSET

CBSAI3b MEKAY ABYMSA CTOPOHAMH, KOTOPbIC CYUTAKOT, UTO OﬁmaIOTCﬂ HanpsaAMy10, — 3TO0:

a)
b)
c)
d)

9.

Ortka3 B oocayxuBanuu (DoS)

Yenosek nocepeaune (Man-in-the-Middle, MitM)
SQL-unbekus

[Tox6op maposs (Brute-force)

(OB) Kakoii u3 nepe4ucjieHHbIX MeTO/10B SIBJIsIETCSl HandoJ1ee HaesKHbIM JIIs1



ayreHTU(UKAUH?

a) [pocroii mapomb

b) [TaponbsHas dpasa

C) JByx(akrtopHas ayreHTuukanus (2FA)

d) CeKpeTHBII BOIPOC

10. (MB) Kakue u3 nepeuncjJieHHbIX MeP OTHOCATCSH K OPraHM3alMOHHBIM MepPaM 3alUThl
uHopmanun?

a) Pa3zpaboTka 1 BHEpEHUE MMOTUTHKY IMAPOIHLHOU OE30MaCHOCTH

b) YcraHoBKa MEXKCETEBOTO DKpaHa

C) IIpoBenenue peryaspHeIX TPeHUHIOB 110 b 11 coTpyiHUKOB

11. Buenpenne cucrembl oOHapyxkenus BTop:keHuit (IDS)(CO) Ilpurumn GesomacHoCTH,

COrJIaCHO KOTOpOMy II0JIB30BATCIIb OOJIKCH nonyanb TOJIBKO TC HpaBa I[OCTyHa, KOTOpBIe MHUHHUMAJIBHO
HCO6XOHI/IMI)I JJIA BBIIIOJIHCHUSA €TI0 pa60q1/1X 3a4a4, Ha3bIBACTCs HpI/IHHI/IHOM .
Omeem:

12. (OB) Kpunrorpaguueckuii MeToJ1, KOTOPbI rAapaHTHPYeET, YTO MOJTyYeHHOE
coo01IeHue He ObIJI0 M3MEHEHO B Mpollecce nepexayu, — ITO:
a) HIudposanue

b) [{udposast moamnKch

C) Creranorpadus

d) X5IIMpOBaHUE

13. (MB) Kakue u3 cjieIyHOIIHX 3TAN0B BXOAAT B )KU3HEHHbIH IUKJI YIIPABJICHHUS
HHI[UIeHTAMU UH(OPMAIIMOHHOM 0€30MacHOCTH?

a) [ToaroToBka u npeaoTBpalleHIe

b) OOHapy)XCHHUE U aHAJH3

C) CrepxrBaHue, JIMKBUAALNS U BOCCTAHOBJIEHUE

d) M3BneueHne ypokoB U yiydiieHue (MIOCTUHLIUACHTHBIN aHAIN3)

14. (OB) Me:xxayHapoaHblii CTAHIAPT, KOTOPbI ONKUCBHIBaeT TPeOOBaHMUS K cUCTeMe
ynpasJjieHusi HHGpopMannoHHoi 6esonacHocteio (CMUB), — 3T0:

a) ISO 9001 (YnpaBieHue KaueCTBOM)

b) ISO/IEC 27001

C) ISO 14001 (Oxonoruueckuii MEHEKMEHT)

d) PCI DSS (cranmapt 6e30macHOCTH TaHHBIX WHAYCTPHUH TUTATEKHBIX KapT)

15. (CO) IIpounecc perynsipHOl OLEHKH 3aLMICHHOCTH HHGOPMAIMOHHBIX CHCTEM MyTeM
MO/CJTUPOBAHHUSA ATAK € pa3pelieHNns BaageJbla — 3T0 TeCTHPOBAaHHE.
Omeem:

16. (OB) Kakoii foKyMeHT onpeessieT NOPAAOK AeiiCTBUI epCcoHAIa IIPH
BO3HMKHOBEHMH HHIUAEeHTAa HH(OPMaMOHHOM Oe3omacHOCTH?

a) [TonuTrka MHPOPMALIMOHHON 6€301MacHOCTH

b) [Tnan HenpepbiBHOCTH On3Heca (BCP)

C) Pernament pearupoBanust Ha uHIUACHTHI (IRP)

d) [MTonoxenne 06 odbpadoTke I1/IH

17. (MB) Kakue u3 cieaylommx 1eiicTBU ABJIAKTCA 00513aTeIbHBIMU JIJISl OllepaTopa npu
00padoTKe MEePCOHANBHBIX JaHHBIX M0 ®3-1527

a) [Tonyuuts cornacue cyobexra [1/]H (3a MCKIIIOUEHHEM YCTaHOBJIEHHBIX CIy4aeB)

b) Ob6ecnieunTh KOHGUAEHIIHATLHOCTE [T/]H

C) YBenomiaTe PockoMHaa30p 0 Hauane oOpaboTKH (€ciii He MOANaaeT Mo 1 UCKITIOUEHHS)
d) Ha3HaunTh OTBETCTBEHHOTO 32 OpraHu3anuio oopadotku [1/1H

18. (CO) Cokp. GDPR pacmugpoBbiBaeTcsi Kak . 1o peraament EC o 3amure

MEPCOHAJTBHBIX JaHHBbIX.



Omeem (Ha pyccKom unu AHeIUtiCKOM):

19. (OB) K kakomy Tuny uadpopmauuu, coraacio ®3-149, ornocurcss mupopmanus,
AOCTYIl K KOTOpPOil orpaHuveH (enepajibHbLIMH 3aKOHAMHU (HANIpUMep, NMEepPCOHAJbHbIE
JaHHbIe, KOMMep4YecKas TaiiHa)?

a) OOuienoctymnHas HHPOpMaIUs

b) Nupopmaiys orpaHHYeHHOr0 I0CTyIa

C) [ocynapcTBeHHast TaliHa

d) MaccoBast uHpOpMarus

20. (CO) Ipouecc npuBeIeHNs1 YPOBHsI 3aIUIIEHHOCTH MH(OPMAIIMH B COOTBETCTBHE C
YCTAHOBJICHHBIMH TPeGOBAHUSIMH PEryJIsiTOPa HA3bIBAETCS

Omeem.:

Kurou niist nposepku Pasznea 1:

1. a) KonduaeHmanbHOCTh, EIOCTHOCTb, IOCTYITHOCTh

2. a, b, ¢, d (Bce nepeuncnennoe siBisieTcst yacthio KomiuiekcHoii CMUB)

3. oneHKa (WM aHAJIN3)

4. a) ©3-152 «O nepcoHaNbHBIX JaHHBIX»

Pasznea 2:

5. a, ¢ (b — Bpemonocuoe I10, d — cereBas ataka, colpanbHasi HHXCHEPHS —
MaHUIYJIMPOBAHUE JIFOIbMHU )

6. b) Vsassumocthio

7. TPOsIH (TPOsIHCKasl porpamma, trojan)

8. b) Yenosek nmocepeaune (Man-in-the-Middle, MitM)

Pa3pnean 3:

9. c) AByx¢axropHast ayreHTu(ukarms (2FA)

10. a, C (b 1 d — TexHUYECKHE MEPHI)

11. HanMeHbIIMX npuBuIernii (least privilege)

12. d) XsmmpoBaHue (¢ UCIIOIB30BAHUEM KPUIITOTpahUIeCKUX XIMI-DYHKITHHA 11T KOHTPOJIS
IEJIOCTHOCTH)

Pa3pnen 4:

13. a, b, ¢, d (Bce sTanbl BXOAAT B MOJIHBIH KU3HEHHBIN THKIT)

14. b) ISO/IEC 27001

15. neHTecT (MEHTECTUHT, penetration testing) wiu TecTupoBaHue HA MPOHUKHOBEHHE

16. C) Pernament pearupoBanust Ha uHIUACHTH (IRP)

Pa3nen 5:

17. a, b, ¢, d (Bce nepeunicienHbIe IEHCTBYS SBISIFOTCS KIIFOYEBBIMU O0S3aHHOCTSIMH OTIEpaTopa
no ®3-152)

18. General Data Protection Regulation (O6muii perjiaMeHT 10 3alIUTe JAHHBIX)

19. b) Mupopmarus orpaHuueHHOTO A0CTyIa

20. aTrecranus (WK cepTUPUKAHSA)



KonTposabHble 3a1aHus

Baok 1. AHajm3 pucKkoB ¥ MOCTPOEHHUE MOJUTHK

3aganue 1. «IIpoBenenne onenkn puckos 1 craprana FinTech»

Crapran pa3pabaTeiBaeT MOOMIEHOE TIPHIIOKEHUE JUIsI MUKpO3aiiMOB. CHcTeMa BKIIFOUAET: MOOMIBHOE
npunoxenue (10S/Android), cepBepHyto yacte Ha AWS, 6a3y TaHHBIX C

nepconanbHbIMH JanHbIMU (IT/H) 1 puHAHCOBOI HMH(DOPMAIHEN KIUEHTOB.

Tpeodyercs:

1. Nnentuduxanus akTuBoB: COCTaBbTE CHUCOK M3 5 KIFOYEBBIX HH()OPMAIMOHHBIX
aKTHBOB KOMIIaHUU (HampuMep, 0a3a TaHHBIX KIIMEHTOB, UCXOIHBIN KOJI, MpuBaTHBIC Kitoun API).
2. AHanu3 yrpo3 u ysisBUMoOcTeii: J[ns aktuBa «ba3a MaHHBIX KIMEHTOB» TMPOBEIUTE
MO3TOBOM WITYPM M OIIPEACIINTE:

o 2 nauboiiee BeposITHbIE Yrpo3bl (Hampumep, SQL-unbekuus uepe3 yszBumoe API,
yTeuKa JaHHBIX aIMUHUCTPATOPOM).

o 2 COOTBETCTBYIOIHE YySI3BUMOCTH (HAmpuMep, OTCYTCTBHE IapaMeTPHU30BAHHBIX
3arpocoB, U30BITOUHBIE ITpaBa y aAMUHUCTPATOpoB b/I).

3. Onenka pucka: Vcnone3ys ynpouiennyto marpuily (BepostHocts: Huskas-1, Cpennsis-2,
Bricokas-3; Yiiep6: Huskwuii-1, Cpenunii-2, Kpurndeckuii-3), OLEHUTE PUCK JUIS KaXI0M Iapbl
«yTp03a-ysi3BUMOCTb.

4. Pa3paboTka niiana odpadorkm: [Iyig prcka ¢ HAaUBBICIIUM PEHTHHTOM MPEIJIOKUTE
KOHKPETHBIC MEPBI IO €T0 CHIKCHHIO (KOHTPOJIB), C YKa3aHUEM OTBETCTBEHHOTO H CPOKOB.
Hampumep, mans pucka SQL-unbekumu: «Bueaputs cratmueckuii ananu3 koxa (SAST) B CI/CD,
OTBETCTBEHEH — TUMJINJ] O9KEH]1a, CPOK — 2 HEEITIN.

3ananme 2. «Pa3paboTka NoJMTHKH MH(POPMALMOHHON §e3011aCHOCTI
Bbet — noBeiii CISO (Chief Information Security Officer) B komnanuu «bsictpsrit/loctaBka» (200
COTPY/HUKOB, €CTh KYpbepbl ¢ MOOMIIbHBIMHU YCTPONHCTBAMH, KIIMEHTCKast 6a3a, BHYTPEHHUH opTa).

Tpebyetcsi: Pazpaborats pa3aens koprnopatuHoi IoauTnkn uHpopManuoHHOI
0e3onacHocTH. Hanummre cogepkaHne U KIF0YEBbIE TE3UCHI ISl TPEX CIETYIOIUX Pa3/IelIOB:

1. IHomuTHKA MCIIOJIL30BAHUS JJICKTPOHHOM NOYTHI U HHTEPHETA.

o Ilpumep me3uca: «3anpemaercs: UCIOIb30BaHUE KOPIIOPATUBHOM IOYTHI i1l pErMCTpalui
Ha JINYHBIX caiiTaXx. Bech HHTEpHET-TpaPUK KYpHATUPYETCSI».

2. ITosmmTKa padoTHI € NEPCOHAIBLHBIMHU JAaHHBIMH KJIHEHTOB H COTPYIHHKOB.

o Ilpumep mesuca: «loctyn k 6aze [1/lH npegocTaBiseTcss MO MPUHIMITY HAUMEHBUIMX

npuBuieruii. [lepenavya I1[IH TpeTbuMm nmuiiaMm Bo3MOKHA TONbKO Tociie noamucanuss NDA u
coryiacusi cyObeKTay.

3. IMonuTUKa ynajdeHHOH PadoOTHI H HCNOJIL30BAaHHSI MOOWIBLHBIX ycTpoiictB (BYOD —
Bring Your Own Device).

o IIpumep mesuca: «J17st [OCTyNa K KOPIIOPATUBHBIM pecypcaM C JINIHOTO YCTPOHCTBA
HE00X0MMO yCTaHOBUTH 0700peHHbIi MDM-knuent. JlaHHble Ha YCTpOWCTBE JOJKHBI OBITh
3amuGpoBaHbBI».



Baok 2: MoaeaupoBaHue MHIIUIEHTOB U pearupoBaHue

3ananmue 3. «Keiic: UHIMIEHT ¢ (PUIIMHIOM U YTEUYKOH JaHHBIX»

Cuenapmuii: B nonenensHUK yTpOM HECKOJIBKO COTPYAHUKOB OT/IeNIa OyXTalITepUH MOTYYHIIN THCEMO
aK00bl OT TeHaupekropa ¢ Temot «CPOYHO: Brimata nmpemun». B mucbMe Oblia cChUIKa Ha
NOJJIEJIBHYIO CTPAHUIlYy BXO/a B KOPIOpaTUBHBIN NopTasl. OAMH COTPYIHUK BBEI

CBOM y4eTHbIe AaHHbie. Uepes 2 yaca B DarkWeb nosiBusiacs BoIOOpKa BHYTPEHHUX (DUHAHCOBBIX OTYETOB
KOMIIaHUH.

Tpebyercsi: Bor — pykoBoaureasr rpymmbl pearupoBanus Ha wHOuAeHTHI (CSIRT). Bamm
NEUCTBUA:

1. CocTaBbTe YeK-JHCT NMepBooUepeHbIX AeiicTBui (epBbiec 60 MuHyT) MO (hazam:
o IMoaroroBka: Koro onosectuts? (topuct, PR, pykoBoacTBO).
o OOnapyxenue wu anaim3: Kax moarBepauts  ¢akt  yreukn? Kak — HaiiTi

CKOMIIPOMETHPOBAHHBIM aKKayHT W TOYKY yTeYKH? (aHANW3 JIOTOB IOYTOBOTO CEpBEpa, MPOKCH,
DLP).

o Chep:xxuBanmne: Kaxye TexHMYECKHE Mephl NPHUHATH HEMeUIeHHO? (cOpoc maposis
YU€THOM 3amnucH, OJIOKHPOBKa CECCUM, U30JISALIUS CETMEHTA CETH).

2. HanummTe ma6JoH BHYTPEHHEro0 YBeIOMJIEHMSI Ui COTPYIHHUKOB KOMITAHUH 00
uHIuaeHTe (0e3 mMaHuKy, C yKa3aHueM (hakTOB M PEKOMEHIALUI 110 OCTOPOKHOCTH).

3. CnianupyiiTe mocT-uHIUUAeHTHBIH anaau3: Kakme 3 Bompoca HE0OXOAMMO 3ajath,
4TOOBI IPEIOTBPATUTH ogo0Hoe B Oyaymem? (IIpumep: «Ilouemy cucrema anTuduImHra He
cpabotana?y)

3ananue 4. «HacroabHas urpa-cumyasatop: Kubéepkpusuc B 6anke»
Heab: B rpynmne u3 3-4 yenoBek NpoMOAETUPOBAThH YIIPABICHUE CEPbE3HBIM UHITHICHTOM.

PoJm:

. Texuuueckuii nupexTop: OTBEYAET 32 TEXHUYECKOE BOCCTAaHOBJICHHE.

. PykoBoauteanr CSIRT: Koopaunupyer paccienoBaHue.

. PR-mupexrop: Paboraet ¢ penyraiueil, TOTOBUT 3asBJICHHUSL.

. FOpuct: OneHnBaeT MpaBoBbIe MOCIEACTBUS, B3AUMOJICHCTBUE C PEryIATOPAMHU.

Cuenapmii: B 6anke ataka ransomware. 3amudposansl fanabie B LIO/], HenocTynHbI OHIalH- OaHK
Y TIPOLIECCHUHT. 3JI0YMBIIUIEHHUKH TPEOYIOT BBIKYIl B OMTKOMHAX. YTPOXKAIOT
oOHapojoBath qaHHbIe VIP-KIHEHTOB.

3aganue A0 rpynnbI:

1. [TpoBenuTe 20-MUHYTHOE COBEIlaHUE B KPU3UCHOM pexxnMe. Kaxkaplil ydacTHUK BBICTYIAeT
CO CBOEH pOJIBIO.
2. Hrorossliii apredaxt: Co3aaiiTe NPOTOKOJ NPUHATHIX pelieHuii co cToibuamu: «Bpems»,

«Pemenuey, «O0ocHoBaHuey», «OTBeTcTBeHHbINY». Hanpumep: «10:15 — OTkit0uuThH

3apakeHHbll [[OJ] ot cern. OOocHoBanue: OCTaHOBHTH pPACHPOCTPAHEHHE MIM(PPOBAIBIINKA.
OtBeTcTBeHHBIN: Texaup.»

3. Ananu3: [locne urpsl 06cynute, Kakoi Oblia camast CI0XKHas AujeMMa (HalpuMep, IIaTUTh
BBIKYTI MJIM HET) M Kakue HopMaTtuBHBIE ToKyMeHTHI (D3-187 o KU, ykazanus 1B) Bnusim Ha pemieHus.

Biok 3: Texunueckas 3alIMTA 1 KOMILIACHC

3aganue 5. «IIpoekTHpoBaHNe CEerMEeHTUPOBAHHOM CeTH JJIsl TOCTHHHUIIBD»
CeTb rOCTHHUIIBI BKJIIOYAET: aJMUHUCTPATUBHYIO 30HY (OyXranarepusi, ynpaBleHUeE), 30HY s



rocteit (Wi-Fi), cuctemy ymnpasieHnust HoMmepaMu (YMHBIE 3aMKH, KOHJIUIIHOHEPHI), TIATEKHBIA KHOCK B
1006W.

Tpedyercs:

1. Hapucyiite cxemy cerMeHTHPOBAaHHOI ceTH (MOXKHO OT PYKH), BBIJICIHB KaK
mMuauMyM 4 VLAN/moxacern. Ykaxute yCTpoHCTBa (MapIipyTu3atop, KommyTatopsl L3,
MEXCETEBOM IKpaH).

2. Cdopmyaupyiite 5 npaBui 1isi MmexkcereBoro 3kpana (NGFW):

o Ipumep: «Paspemuts Tonbko ucxomasue HTTP/HTTPS 3amnpockl u3 rocreBoit

cetu VLAN GUEST Bo BHemH00 ceTb. 3anpetuts 1o00ii Tpaduk n3 VLAN_GUEST B
anmMuauctpatuBayro VLAN ADMIN.»

3. OnuiuuTe apXUTEKTYPY 3a1UTHI IVIATE:KHOI0 KHOCKA B COOTBETCTBUU co cTannaprom PCI
DSS. Kakue koHKpeTHO TpeOOBaHMS cTaHmapTa (Hampumep, mudpoBaHue Tpaduka, OTCYTCTBHUE
xpaHeHus gaHHbIX CVV) 1 Kak UX peanu3oBaTbh TEXHUUECKU?

3ananue 6. «Ouenka coorBercrus TpedoBanusiMm GDPR nas SaaS-cepsuca»

Bamia kommanusi pa3pabarbiBacT OOJIAaUHBIA CEPBUC JUIs yHpaBiieHUs mpoektamu (Saas).
Kmuentst — kommnanuun u3 EC. B cucreme xpansrtcs uMena, email, 3agaun coTpyaHUKOB
KJIMEHTOB.

TpeOyercs:

1. Onpenenure posm coriacio GDPR: Kro sBisercs kouTposuiepoM jaaHHbIX (data
controller), mpoueccopom (data processor), cyobekToM maHHbiXx (data subject) B mgaHHOM
cueHapuun?

2. CocTaBbTe Tadauuy cooTBeTCTBHUSI: B 51eBOi KOJIOHKE — 5 KIIHOYEBBIX TpeOOBaHUI
GDPR (nanmpumep, «IIpaBo Ha gocTym», «IIpaBo Ha ynanmenue — Right to be forgotteny,
«VBenomieHue 00 yreukaxy», «3ammra qaHHbIx Privacy by Designy», «Hasnauenne DPOy). B mpaBoii
KOJIOHKE — Kak Balll SaaS-cepBHUC Oy/1€T UX BBIIOIHATh (TEXHUUECKU U

OpraHU3aIMOHHO).

3. Hanummre d¢parment Ilosb3oBarenbckoro coraamenusi (Privacy Policy) na
AHIJIMICKOM sI3bIKE, OMUCHIBAIOIINM, KaK Bbl cOOMpaeTe, 00padaTbiBaeTe U XpaHUTE JaHHbIE, U KaK
10JIb30BATEIb MOXKET BOCIIOJIH30BATHCSI CBOMMHU ITPaBaAMHU.

4. CnpoexTupyiiTe TeXHM4eCKYI0 (PYHKIHIO B TMYHOM KaOWHETE MOIb30BaTEN
«QxcnopT/Y naneHue Bcex MOUX JIaHHBIX» (C Y4eTOM CBSI3aHHOCTH JaHHBIX B B/]).

Baok 4: Ayaurt u o0yueHue nepconasia

3ananme 7. «IIpoBeaenue BHyTpeHHero ayauta Ub»
Bb1 — BHyTpenHuii ayauTtop. Bam nopyueno nposeputh 6e3omnacHocts DevOps-niporieccos.

Tpedyetcsi: PazpaboTars yek-uet ayaura u3 10 myHKTOB, pa3feneHHbIX Ha 3 0071aCTH:

1. Kountpoas nocryna k penosuropusm (Git):

o Ilpumep nynxma: «BxmodeHa mm oOs3atenpHas 2FA  uisi  BceX Tob30BaTenei
GitHub/GitLab? [IpoBepuTs HaCTPOIKH OpraHU3aIUU.»

o Ipumep nynkma: «Vcnonb3yeTcst I MOJIeJIb 3alUIeHHBIX BeTOK (protected branches)

C 00s13aTeIbHBIM KOJI-PEBBIO IIEpe MEpKEM B main?»

2. Be3zonacnocts CI/CD maiinnaiina:

o TIpumep nynkma: «Kak XpaHsTCs U UCTIONB3YIOTCS cekpeThl (API-ki1roun, maposin)

B naimiaiine? [IpoBepuTh, HE XapAKOAATCS JIX OHH B (haiiiIbl KOHPUTYPAITHH.»



o Ilpumep nynxma: «3amycKalOTCs JTM CTAaTHYECKUE AaHAIM3ATOPBI OE30MacHOCTH KOja
(SAST), nanpumep, SonarQube mwm GitLab SAST, na stane CI?»

3. Kondurypauus u xapaeHunr koureiineposn (Docker):

o Ilpumep nynkma: «CxaHupyrorcs Ju o0Opa3sl DOCKer Ha Hanmuume W3BECTHBIX
ys3umocrteit (CVE) nepen neroem? (Muacrpyment: Trivy, Clair)»

o Ilpumep nynkma: «3amycKarOTCs JIM KOHTEHHEPHI OT HENPUBUICTHPOBAHHOTO

nosas3oBareist (USER nobody)? IIposeputs Dockerfile.»
Hror: IlpencraBpre TUMOTETHYECKHI OTYET 00 ayauTe C BBIBOAAMHU (COOTBETCTBYET/HE
COOTBETCTBYET), PUCKAMHU U PEKOMEHJALUAMU 110 2 HalJIEHHBIM HECOOTBETCTBUSIM.

3ananmue 8. «Co3nanue nporpaMmMbl 00y4eHusi KUOEPrpaMOTHOCTH»
Llenb: CHU3UTD PUCK MHIMCHTOB, BEI3BAHHBIX YEJIOBEYECKUM (haKTOPOM.

Tpebyercsi: PaszpaGorate miaH rogoBoii mporpamMmbl 00y4eHHsl Ui COTPYAHUKOB oduca (He
TEXHUYECKUX CIIELUAIUCTOB):

1. ®opmat u Tembl: Pacnipenenure 4 yueOHbIX MOAYJIs IO KBapTanaM. Hampuwmep:

o Q1: «OcuoBbl Ub: ®umunr u naponn» (popmar: 30-MUHYTHBINM BeOUHAp + pacchlIKa

¢ uH(porpapuKoi).

o Q2: «be3omacHas ymaneHHas pabora» (hopMaT: MHTEPAKTUBHBIA TECT-CUMYJISTOP
BbIOOpA O€30MacCHOr0 AEUCTBUS).

o Q3: «3ammra nepcoHaIbHBIX M KOPIIOPATUBHBIX JaHHBIX» ((hopMaT: )KMBOI BOPKIIO

¢ pa3bopoM KeHCOoB).

o Q4: «MtoroBoe TeCTHpOBaHME W CUMYISIIHUA (QUIIMHTOBOM  aTtakm» ((opmar:
KOHTPOJIMPYEMasi pacCchlIKa TECTOBBIX (PUILIMHTOBBIX MUCEM, COOP CTATUCTHKH).

2. H3mepumbie meTpuku ycnexa (KPI): [Tpemtoxxute 3 KPI st onienkn 3¢ peKTuBHOCTH

poTrpaMMBbl (Hampumep, MPOLEHT COTPYIHHUKOB, MpOIeAmnX UToroBeiid Tect >90%; cHmxeHne 4ucia
KJIMKOB I10 TECTOBBIM (PUIIMHIOBBIM ITcbMaM Ha 40% 3a ron).

3. Paszpaboraiite marepuan: Co3naiite mHporpadpuxky Ha oaHy crpanuny A4 i
nepBoro monyns «Kak pacrnosHath (GumuHry. BriarouuTe 5 mpoCThIX TpaBUiI ¢ MKOHKAMH
(mpumep:

«IIpoBepsiite oTnpasurens», «He cnemmure kiankate», «O0Opamaiite BHUManue Ha URLy).

Kpurepun ouenku:

. baok 1 (Anaau3 v moautuku): OIEHUBAETCS CHUCTEMHOCTH IMOAXOJa K aHAIU3y
PHUCKOB, MpaKTUYecKasi MPUMEHUMOCTb U TIOTHOTA Pa3paOOTaHHBIX MOIUTHK.
. baok 2 (Muuugentsl): OIlleHUBAaeTCS pPEATUCTUYHOCTH M ONEPATUBHOCTH IJIaHA

pearupoBaHusl, IIyOMHA MOCT-MHIMIEHTHOTO aHajdN3a, HAaBbIKM KOMaHAHON paOOThl U MPUHATHS
pELIEHUI B KPU3UCE.

. baok 3 (TexHuyeckas 3ammTa W KoMmiuiaeHc): OIEHHBAaeTCS KOPPEKTHOCTH
TEXHUYECKUX pelIeHHi, riyookoe nmoHuManue tpeboBanuii crannaproB (GDPR, PCI DSS) u
yYMEHHE

MEPEBECTU X B IPAKTHUECKHE MEPHI.

. baok 4 (Ayaur u obyuyenHue): OueHUBaeTCs CTPYKTYPUPOBAHHOCTb YEK-JIUCTA
ayJuTa, KauecTBO peKOMEHAlNi, KpeaTUBHOCTh U U3MEPUMOCTh MPOTrpaMMbl 00yUEHHS.

. O6mee: YMeHue padoTath ¢ HopMaTuBHOU 0a3oii (P3-152, ©3-187, GDPR), yeTkocTh

U CTPYKTYPUPOBAHHOCTD MPEICTABICHUS PE3yIbTaTOB (CXEMBbI, TAOIUIIbI, TPOTOKOJIBI),
npodecCHOHATIBHBIN S3BIK.



Pa3znen 2. BesomacHocTh 00/1a4HBIX TexHOJ10rHil TecToBLIE 3a1aHUuA

1. (OB) MogaeJb 00J1aYHBIX YCJIYT, IPH KOTOPOii MpoBaiiiep ynpasJsieT
HH(PACTPYKTYpPOH, ONEPALUMOHHON CHCTEMOHW H CpeAOil BbINOJHEHUS, A KJHEHT
Pa3sBepPTHIBACT U YIIPABJIsieT CBOUM IPHJI0KEHUEM M JAHHBIMH, — 3TO:

a) laaS (Infrastructure as a Service)

b) PaaS (Platform as a Service)

C) SaaS (Software as a Service)

d) FaaS (Function as a Service)

2. (MB) CorsiacHo moje/iu pa3jieJieHHO 0TBETCTBEHHOCTH B 00JIaKe, 32 KAKUe U3
NnepeYrcJIeHHbIX ACMEKTOB 00bIYHO OTBeYaeT KJIHEHT NMPH ucnojb3oBanuu [aaS?

a) ®dusnueckasi 6€30MacHOCTh JaTa-IIEHTPOB

b) Kondurypauus u 3aniura onepaioHHON CUCTEMbI Ha BUPTYaJbHOM MallinHe

C) OOHOBJICHUE CETEBOIO 000PYIOBAHUS

d) VpasiieHre ceTeBbIMU rpymnamu 6e3omacHocTa (Security Groups) u nmpaBuiamMmu
Opanamayspa

3. (CO) Mogeab, omnuchbiBaKOIasi pacnpeaejeHue O00sI3aHHOCTEH 110

0€30MaCHOCTH MesKAy O00JIaYHBIM MPOBAMIEPOM M KJIMEHTOM, HA3bIBAETCH MOAE/IbI0
OTBEeTCTBEeHHOCTH. Omeem:

4. (OB) B kakoii moaesn 00;1a4HbIX yeayr kiaueHT Hecet HAUMEHBIITY IO
OTBETCTBEHHOCTH 32 0€30I1aCHOCTH?

a) laaS

b) PaaS

c) SaaS

d) On-premise (J0kaabHOE pa3BepTHIBAHKE)

S. (MB) Kakmne u3 nepe4ncieHHbIX YIPO3 SABJISIOTCS cieiU(PUIHBIMHM UJIH 0COOEHHO
aAKTyaJbHBIMH JUIA 00JIaYHBbIX cpea?

a) HenpaBuibHas KoH(pUrypamus o6JauHbIX CEpBUCOB (Hanpumep, MyOInyHO OTKpbITOE S3-
BEJIPO)

b) VYS3BUMOCTH B TUNIEPBU30pE (BUPTYAIN3ALIN)

C) YTrpo3a BHYTPEHHETO HAPYIIUTEINS CO CTOPOHBI 00JIAYHOTO MTpoBaiiaepa

d) ATaku Ha nieniouky moctaBok I1O (Supply Chain Attacks)

6. (OB) IIpakTnka, NpH KOTOPOH 3JIOYMBINLICHHHK CO03Ja€T MHOKeCTBO OeCIIaTHBIX
NPOOHBIX AKKAYHTOB B 00JIAYHOM CepBHCe I 3JI0HAMEPEHHON [esiTeJJbHOCTH (pacchblIKa
craMa, MailHUHI KPUIITOBAJIIOTHI), HA3bIBACTCS:

a) Account Hijacking

b) Cloud Cryptojacking

C) Cloud Hoarding

d) Cloud Sprawl

7. (CO) YTeuka KOH(PUIAEHUHATbHBLIX TAHHBIX M3-32 HEMPABWJIbHO HACTPOEHHBLIX MpPaB A0CTyNa K
nyoJanyHoOMYy 00JIayHOMY XpaHuauiny (Hampumep, AWS S3, Yandex Object Storage) yacto Ha3biBaeTcst
YTEUKOM M3-3a_KOH(PHUTypanuu.

Omeem.:



8. (OB) Artaka, HanpaB/ieHHasi Ha HCUYEePNaHUe PecypcoB O00JAYHOI0 MPUJIOKEHUS
(BBIYHCJIUTEIBLHBIX MOIIHOCTEH, MAMSTH) € IeJIbI0 BHI3BATH 0TKA3 B 00CIYKHBAHUM U
NPHUBECTH K 3HAYUTEIbHBIM (PMHAHCOBBIM MOTEPSAM KJIMEHTA U3-32 MO/IeJIU OILIATHI M0 (akTy
HCNOJb30BAHUS, — ITO:

a) duiHr
b) Economic Denial of Sustainability (EDoS)
c) SQL-unbeKIus

d) Artaka Ha cropone kanaia (Side-channel attack)

9. (OB) OcHoBHoii cepBuc ynpaBiaenus uaentupukanueii n gocrynom (IAM) B od1ake
AWS Ha3bpiBaercsi:
a) Azure Active Directory

b) Google Cloud IAM
C) AWS Identity and Access Management (IAM)
d) CloudHSM

10. (MB) Kakue u3 nepe4yscjeHHBIX Mep MOBbIIIAIT 0e30MACHOCTH 00JIaYHBIX pado4ynx
HArpy3ok?

a) [Tudpoanre qaHHBIX HE TOJIBKO mpH nepeaade (TLS), Ho u npu xpanenun (encryption at
rest)

b) Hcnonp3oBanue MHOrodakropHoii ayrentuduxannu (MFA) 171t Bcex MPUBUIETHPOBAHHBIX
YYETHBIX 3allCEN

c) PerymnsipHoe npoBenenue ayauta KOHQUTYpaLHii ¢ MOMOIIBIO HHCTpyMeHTOB Tua AWS
Config, Azure Security Center

d) XpaHeHue cekpeToB (mapodei, kiodeir API) HemocpeICTBEHHO B KOJIE MPUITOKCHHUS

11. (CO) TexHosiorusi, KOTOpasi MO3BOJisieT HM30JMPOBATH M 0€30MACHO 3aMyCKATh

NPUJIOKEHHUsI, YIAKOBBIBasi X CO BCEMH 3aBHCHMOCTSIMH B JIETKOBECHbIe KOHTeiHepbI,
HA3bLIBAECTCH
Omeem:

12. (OB) CnennaiM3upoOBaHHOE aNNIapaTHOE YCTPOMCTBO B 00J1aKe, PeJHa3HAYeHHOE LIS
0e30I1aCHOI0 reHepanuy U XpaHeHusi Kpunrorpapuyeckux Kir4dei, — 310:

a) KMS (Key Management Service)

b) HSM (Hardware Security Module)

C) VPN Gateway

d) WAF (Web Application Firewall)

13. (MB) Kakue u3 nepeuncjieHHbIX CTAHIAPTOB U CEPTH(PHKATOB AKTYATbHBI JJIS OLEHKH
0e3onmacHOCTH 00JIAYHBIX NIPOBaiiIepoB?

a) ISO/IEC 27001

b) PCI DSS (st 06paboTKH MIaTeKHBIX KapT)

C) C3U KU (CootBercTBue TpedoBanusim ®3-187 B PD)

d) GDPR (ans pa6otsl ¢ nanasiMu rpaxaan EC)

14. (OB) O0.a1a4HBIi CepBHUC, KOTOPbI HENPEPbIBHO OTCJECKMBAET KOH(MUIypauHuu
pecypcoB Ha NpeIMeT OTKJIOHEHHH 0T 3a/IaHHbIX MOJTUTHK 0€301aCHOCTH, HA3bIBACTCH:
a) CloudTrail (;xypuanupoBaHue cOOBITHIA)

b) CloudWatch (MOHUTOpHHT METPHK)
C) AWS Config / Azure Policy (ynpasieHue koH(pUTypanuei 1 COOTBETCTBHEM )
d) GuardDuty (nHTeIeKTyaIbHOE OOHAPYKEHUE YTPO3)



15. (CO) IlpakTnka, nMpu KOTOPOH AJIsl Ka:Kkaoii paldodeil Harpy3ku (NPHJIOKEHUs,
MHKPOCEPBHCA) CO31AeTCH OTIeJbHasi, H30JIMPOBAHHAS y4YeTHasl 3allUChb MJIM NPOEKT B
o0J1ake, YTOOBI OTPAHUYMTH PAJAMYC B3PbIBA IPH KOMIIPOMETAIlMH, HA3bIBACTCS

Omeem.:

16. (OB) Kakoii npyuHIun 6e30MacHOCTH MPe/IIoJiaraeT, 4To J0CTYI K pecypcam mo
YMOJTYAHHIO 3anpeleH, U pa3pemeHusi MPeIocTaBISITCS SBHO TOJIbKO 110
HeoOXxoauMoOCTH?

a) IIpuHIMIT HAUMEHBIIUX PUBUJIETUN

b) [Mpunuun vyaeBoro gosepus (Zero Trust)

c) [Mpuniwn pazaenenus ooszannocrei (SoD)

d) [Mpuniun siBHoro otkasa (Explicit Deny)

17. (MB) Kakue apxureKkTypHbI€E OXO0AbI CIIOCOOCTBYIOT 0€30MMACHOCTH B o0Jiake?
a) Hcronp30BaHuEe MEKPOCEPBUCHOM apXUTEKTYPBI ISl H30JISIMHA KOMIIOHEHTOB

b) Enunas Gosblast BAPTyalbHas MAITMHA, BBITTOJIHSIONMIAS BCE () yHKIMH

c) Buenpenue cepsucnoii cetku (Service Mesh) mis yrpasinesust 6€30macHbIM
B3aUMOJIECTBUEM MUKPOCEPBHCOB

d) [ITudpoBanme BCceX AaHHBIX «OT KOpKHU 10 Kopku» (End-to-End Encryption)

18. (CO) Mogeab 0e30macHOCTH, KOTOPAasi MPeanojaraet, 4YTo yrpo3a Mo:keT HCXOAUTh KaK

H3BHE, TAK W H3HYTPH CeTH, W MOITOMY TpeldyeT CTPOroii MpPoBepKH NOJJIUMHHOCTH H
aBTOPHU3ALMH JUIS KAKI0I0 3aMPoca K pecypcy, He3aBUCHMO OT ero HCTOYHHNKA,
Ha3bIBaeTcs

Omeem.

19. (OB) TexHoJiorus1, KOTOPasi MO3BOJIAET BHINOJIHATH KO B OTBET HA COOBITHSA 0€3
He00X0IMMOCTH CO3/1aHHS U YIIPABJIECHHUS cepBepaMu, Ha3bIBAeTCH:

a) Bupryansnas mamriaa (VM)

b) beccepBepubie Boruncienus (Serverless, FaaS)

C) Konreitnepu3zarus (Docker)

d) VYupasnsemsrit Kubernetes-cepsuc (EKS, GKE)

20. (CO) Ipouecc peryasipHoii nmpoBepkH 0Oe30macHOCTH 00/1a4HONl MHGPACTPYKTYPbI
NnyTeM MOJeJMPOBAHMS ATAK € pa3pellieHus BJajlejibla ¢ (poKycoM Ha 00/1a4Hble CEPBHCHI M
KOH(UIypanuu Ha3bIBAETCH TeCTHPOBAHHE.

Omeem:

Kuirou st nposepkm Pasnen 1:

b) PaaS (Platform as a Service)

b, d (a, C — oTBeTCTBEHHOCTH TIpOBakiziepa)
pa3nesennoii (shared responsibility model)
c) SaaS

b=

Pa3zpnen 2:

5. a, b, ¢ (d — akryanbHO, HO He CIEIUPUUHO TOIBKO I 00JIAKa)
6. b) Cloud Cryptojacking (wmu Cloud Account Fraud)

7. HeOe3onmacHoii / ommGouHoii (misconfiguration)

8 b) Economic Denial of Sustainability (EDoS)



Pa3nean 3:

9. ¢) AWS ldentity and Access Management (IAM)

10. a, b, ¢ (d — rpy0as omrbka 6e30MacCHOCTH)

11. koHTeiiHepu3anus (Docker, containerization)

12. b) HSM (Hardware Security Module) / O6aaunbiiic HSM

Pasznea 4:

13. a, b, ¢, d (Bce akryanbHbI B pa3IuUHbIX KOHTEKCTAX )

14, c) AWS Config / Azure Policy (ympaBienre KoHGHUTypaiiel i COOTBETCTBHEM )
15. M30J51IMs HA YPOBHe akkayHTa (account isolation) / multi-account strategy

16. d) [Mpunuun sHOTrO oTKa3a (Explicit Deny) (Ssnstercs peanusarueii Zero Trust u

HAaUMEHBIINX NPUBUJIETUN HA YPOBHE IIPABHII)

Pasznea 5:

17. a, ¢, d (b — MoHONMUTHAS APXUTEKTYpa YCIOKHSIET U30JIAIHMIO U IMOBBIIIACT PUCKH)

18. Zero Trust (HyneBoe nosepue, Zero Trust Architecture - ZTA)

19. b) Beccepepubie Beruncnenus (Serverless, FaaS)

20. odnaunbiii menrect (cloud penetration testing) / aynur 6e30nacHOCTH 06JIaYHOM CpeIbl

KonTpoabHble 3a1aHus

buaok 1: Mojaeab pa3z1e.11eHH017'1 OTBETCTBCHHOCTH U OIICHKA PUCKOB

3amanue 1. «Kapra oTBEeTCTBEHHOCTH [JIsi CTAPTANa HA PA3HBIX O00JAYHBIX MOJEIAX)
Crapran pa3pabaTbiBaeT MOOMIIBHOE TPHIIOKEHUE JUIS JIOCTaBKH enbl. PaccmarpuBaeT TpH
BapuanTa nHppactpykTypsl B Yandex Cloud:

1. Bapuant 1aaS: Bupryansusie mammnb (Yandex Compute Cloud) mis 63kenna u B/,

2. Bapuanr PaaS: Kownreitneper B Yandex Managed Service for Kubernetes (Yandex
Managed Kubernetes) + Managed Service for PostgreSQL.

3. Bapuanr SaaS: ['otoBblii MOOMITBHBIN O3keH 1 kak cepuc (MBaaS) ot cropoHHero BeHaopa.
Tpedyercs:

1. Co3maiite TpH TaGJMIbl / JAMArpaMMBbl, BHU3YaJIM3HPYIONIUE MOJEIb
pa3zieNIeHHON OTBETCTBEHHOCTH Il KayKJJOTO BaApUAHTA.

2. Hns xaxmgoro ypoBHs (¢usmueckas wuHpacTpykTtypa, rtunepsuszop, OC, cpena

BBITIOJIHEHHU S, IPUJIOKEHHE, IaHHBIE) YETKO YKaXXUTE, KTO oTBedaeT: nposaiinep (P), kinuent (C)
i 06a (P+C).

3. [IpoBennTe cpaBHUTENbHBI aHAJM3 PUCKOB: JUIsI KOKIOTO BapuaHTa OIpeAeuTe 2
KITIOUEBBIX pHCKa 0€30MacHOCTH, KOTOPBIE JIOKATCS Ha miieun craprana. OObsICHUTE, MOYeMy TpU
BBIOOpE SaaS 3TH PUCKH CMEIIAIOTCS, HO HE MCYE3al0T.

3ananue 2. «OueHKa puCKOB MUTPallU B 00J1aK0 A1 0aHKOBCKOI0 MOApPa3/ieeHusD
HedynkunonansHoe mojpasnenenue 6aHka (Harpumep, OoTAea oOyueHHs) MIIAaHUPYET MEePEHECTH B
obmnaxo (Yandex Cloud unmu AWS) cBoto cucteMy nuctaHiioHHoro ooy4yenus (LMS),

KOTOPast COAECPIKUT TOJIBKO yUeOHbIE MaTepUallbl, HO HE MePCOHANIbHBIC TAHHbBIE KIIMEHTOB.

Tpedyercs:



1. Unentudguranns aktuBoB: [lepeuncnute 5 KIOUEBBIX AKTUBOB, TOJIEKAIINX 3aIIUTE B
obmnake (Harmpumep, 6aza JaHHBIX ToJib3oBaTenet LMS, yueOHbIi KoHTeHT, SSL-cepTudukarsr).

2. SWOT-ananu3 murpanmu: 3anonHute Tabmuiyy 2X2 (CunbHbie cTOpoHBI, CraObie
CTOpOHBI, Bo3aMokHOCTH, YTPO3bI) AJIs IEpexoia B 00JIaKO ¢ TOYKH 3pEHUs 0€301acHOCTH.

3. Marpuna pewmenuii: g yrpos3sl «HecaHKIMOHUPOBAHHBIA JOCTYI K YIPaBISIOLIECH
KOHCOJIA 00J1aKay MPeIoKHTE:

o Mepbl cHukeHHMsi pucka (TexHudyeckue: MFA, BBIJICIICHHBIC aKKayHTBl IS
aJIMMHOB; OpraHU3al[MOHHbIE: MPOIIeypa BbIIa4l BPEMEHHBIX IPaB).

o OTBeTCTBEHHOI0 32 PEaH3alHIoO.

o Kpurepuii 3¢ dexTnBHOCTH Mepbl  (Hampumep, 100%  oxsar

IIPUBWIETMPOBAHHBIX MOJIb30BaTesell MFA).

Baok 2: Kondurypauus, |AM u 3amura 1aHHBIX
3ananue 3. «Ayaut 6e3onacHocTu akkaynTa Yandex Cloud / AWSy»
BaMm npenocraBneH AOCTyI TOIBKO AJIsL YTEHUS K TECTOBOMY 001auHOMY MpoekTy. Baia 3agaya

— IPOBECTU PyYHOH ayauT.

JlanHbIe 1J151 NPOBEPKH (NMPEANOJI0KAM, YTO Bbl BUANTE ITH HACTPONKH):

. O6bextHoe xpanmimimie (Yandex Object Storage / S3): Ecte Oaker company-
backups. IMoautuka moctymna paspemaer GetObject neiictuio * (Bcem mosIp30BaTeIsIM).

. IAM / Cloud IAM: CymectByet rpymma developers. Droii rpyre npucBoeHa poss editor
Ha BECh KaTaJIOT/TIPOEKT.

. Bupryaabnas mammna: Ha BM B Yandex Compute Cloud / EC2 B rpymme
0e30macHOCTH paspelnieH Bxomsaiui Tpaduk mo mopty 22 (SSH) ¢ ucrounuka 0.0.0.0/0.

. Bba3a mannbix (Managed PostgreSQL): Ilaponsr amgmuuuctparopa b/l He MeHsuics c

MOMCHTA CO3JaHusA 2 roaa Ha3al.

Tpedyercs:

1. Jst kaxaoii u3 4-X HaxO0JI0K:

o Coopmyampyiite npodiaemy (Harnpumep, «I1yOonudnblil 1ocTyn K 0akeTy ¢ 63Karnammy).

o Ouenure kpurtuuHocth (Huskas, Cpenuss, Beicokas).

o JlaliTe KOHKPETHYI0 PEKOMEHJAHUI0 10 UCTIPABIICHUIO.

2. CocraBpre 4ek-aucT H3 10 MYHKTOB [UIS PETyISIPHOTO CaMOCTOSITEIBHOTO ayJauTa

HEOOJIBIIIOT0 00IAYHOTO MPOEKTA.

3. ABTomaru3zanus: [lpemnoxure, Kakoll HATUBHBIM MHCTPYMEHT OO0JIAUHOTO TMpoBaiiiepa
(manpumep, Yandex Security Command Center, AWS Security Hub) unu croponnee perienue
MO>KHO HCIIOIB30BATh JIJIs1 aBTOMATHYECKOTO MOHUTOPUHTA TIOI0OHBIX HAPYIIICHUH.

Bananue 4. «IlpoexTupoBanue Oe3zomacHoii obmauynoii cerm (VPC) nas unTepHer-
Mara3uHa

Crpoektupyiite ceteByto apxurektypy B Yandex Cloud mis nByx3Bennoro Be6-npunoxenus (frontend +
backend + BJT).

Tpedyercs:
1. Hapucyiite cxemy o6.1aunoii ceru (VPC). Brmounre:
o [TyOnuuHyIO ¥ IPUBATHYIO TIOJICETH.

o ['pymmisl 6e3onacuoctu (Security Groups) v ACL.



NAT-nu103 Ui ucxonsmiero Tpapuka u3 MpuBaTHON MOACETH.

bactroH-xo0cT (JUMP Server) s aIMUHUCTPUPOBAHUSL.

Application Load Balancer (Yandex Application Load Balancer) Bo BHeminei#t moaceru.
CdopmyaupyiiTe npaBuia rpynn 6€30MacHOCTH B TAOJTMYHOM BHUJIC:

No o O

o s ¢ppontena-cepsepos: (Paspemurs HTTP/80, HTTPS/443 ot LB; 3anperutsb

BCE OCTAIILHOER).

o I 69xena-cepsepos: (Paspermts HTTP/8080 Tonbko ot dponrenaa; SSH/22 Tonbko
OT 0ACTHOH-XOCTA).

o Hnsa BJ: (Paspemnts nopt B/ TonbKO OT 69KEHA-CEPBEPOB).

3. IMudpoBanue naHHbIX: OnummTe, Kak OyaeTe mudpoBaTh:

o JlaHHBIe B TPAH3UTE MKy KIUSHTOM U MPUIOKESHUEM, MEXITY KOMITOHEHTaMH.
o Jannble B mokoe Ha quckax BM u B managed B/I.

Vkaxure, kakue cepBuchl (KMS, ympasisieMbie qucku ¢ muppoBaHreM) OyIeTe UCIIOIb30BaTh.

BJaok 3: KOMHJIaeHC, MOHHUTOPHUHI 1 pearupoBaHue Ha MHIUUACHTBI

3ananue 5. «O0ecneuenue coorBercTBUsi TpedoBanusim 152-@3 u GDPR B obuaake»
Komnanus-pesunent P®, okasbiBaromas yciyru kiavmeHtam u3 EC, XpaHUT nepcoHajbHbIE
nanasie B Yandex Cloud.

TpeOyercs:

1. CpaBHurtenabHas Tadauna TpedoBannii: Coznaiite Tabnuily, re B CTpOKax — KIIIOUEBbIE
TpeboBanus (YBepomiieHue perynstopa, Cornacue Ha 00padoTky, [IpaBo Ha 3a0BeHue, 3amuTa npu
TpaHCIPaHUYHOH Iepeniaue), a B CToyI0ax — OCOOCHHOCTH peanu3auuu B obnake miast P3- 152 u
GDPR.

2. Bb10op peruona: O0bsicHUTE, TOYEMY IS XpaHeHUs JaHHbIX Tpakaad EC Henb3s
UCIIOJIb30BaTh peruoH ru-centrall (Mocksa), a Hy>)KHO BeIOpaTh, Harpumep, eu-central-1 8 AWS unu
fi-1 B Yandex Cloud. Kaxwue npaBoBbie MOCIEICTBUSI MOTYT OBITh?

3. IInan pgeiictBuii mpu yrteuke: PazpaOotaiiTe persiiaMeHT mnepBbIX 4 dYacoB mocie
oOHapy>xeHust yreuku [T/l n3 obnaunoit bJl. Bkmounrte maru: u3omnsuus pecypca, ONoBeIIeHUE
0o0sayHOrO TIpoBaiiepa (3ampocuTh JIOTH), BHYTpeHHee omnoBenieHue (ropuct, DPO), nmoaroroska
yBeJoMIIeHHs Juis perynsrtopa (Pockomuanzop).

3ananmue 6. «IlocTpoenue SOC (Security Operations Center) B o6/1ake»
HeobxonnMo HacTpouTh cOOp M aHATIU3 JIOTOB OE€30MaCHOCTH ISl HEOOJIBIIOTO POEKTA.

Tpedyercs:

1. Apxurekrypa cOopa JioroB: Hapucyiite cxemy, kak joru ¢ BM, gmor rpynn
6e3onacuoctu, ayaut Cloud Logging (Yandex) / CloudTrail (AWS) OyayT 1ieHTpaJu30BaHHO
coOuparbcst B OT/IEIbHBIN JIOTOBbIH AKKAYHT/IPOEKT (U1 U30JISIHH).

2. JetekTupoBanue yrpo3: Chopmynupyiite 3 npaBuia koppeassuuu s SIEM-cucremsl
(MoxxHO Ha ocHoBe Open Source — Wazuh, Elastic SIEM), koTopbie 103BOIAT OOHAPYKUTh:

o [MomerTky mot6opa maposist K BM (MHOTO HEyIauyHBIX MOMBITOK SSH 32 KOPOTKHii epro).

o M3MeHeHne MOoNMUTHKY 0€301MacHOCTH 0akeTa, JAeJarolee ero myOInYHbIM.

o 3amyck KpunToMaiHepa Ha MHCTaHCe (AHOMAIbHO BhICOKOE Hcnonib3oBanue CPU).

3 Runbook ans nanmaenra: Hanummre nomaroByo HHCTPYKIHIO (runbook) /Ui aHanuTHKa
SOC Ha cnyyaii cpabarpiBanus npaBwia «OOHapyKeHa IMyOauKanus npuBaTtHoro SSH-kimroda B
nyonmuHoM Git-penosutopun komrnanuny. Kakue neiicrsus npeanpunsts? (IIpumep:



Hemennennas porauus Kioya, OIOBEUICHHE pa3pa0OTUMKa, CKAaHUPOBAHUE JIOTOB Ha MpEeAMET
UCIIOJIb30BAaHUS CKOMIIPOMETHPOBAHHOTO KJTI0Ya).

Baok 4: IlpoaBunythie cueHapuu u DevSecOps

3ananue 7. «Bueapenne 6e3onacnoctu B CI/CD maiinnaiin (DevSecOps)»
Komanna ucnonesyer GitLab CI/CD mist pa3BepThiBaHUS] KOHTEHHEPH30BAaHHOTO NPUIIOKeHHs B Y andex
Managed Kubernetes.

Tpedyercs:
1. Moaudunupyiite  npegocraBienusiii  .gitlab-ci.yml,  noGaBuB  sTamb
6e3omacuocTr: yaml

stages:

- build

- test

- security_scan
- deploy

security _scan:

stage: security_scan
image: docker:stable
services:

- docker:dind script:

2. Secure Secrets Management: I'me u kak 0e3omacHO XpaHHWTh M M0JaBaTh B MairuiaifH
CeKpeThI 17151 Joctyna k oonaky (Service Account Key) u BJI? Onummre nmoaxon (Hanpumep,
ucnons3oBanue Variables B GitLab ¢ ¢gmarom protected, wiu HashiCorp Vault).

3. HNudppacrpykrypa kak koax (laC) ¢ 0Oe3omacHocrbio: Ilpumenute k Terraform-
KoH(uUrypamnuu, cozaawomeii BM, npuHiun «6e3omnacHocTh o ymonuanuto». Hamummure ¢gparment
KOJ1a, KOTOPBIN rapaHTUpOBaHHO co3aaeTr BM 6e3 myOimunoro [P u ¢ MuHNManbsHO HEOOXOAMMBIMHU
npaswiamu B SG.

3ananmue 8. «Keiic-ueMnuoHaT: AHAJIU3 PeaTbHOI0 HHIHAEHTA (HA OCHOBE MMYOJIMYHBIX 0TYETOB)»
N3yunte myOInYHbIN 0TYeT 00 MHIUACHTE 0€30MacHOCTH y KPYITHOIO 00JIAYHOTO IpoBaiiepa win
ux KimeHTta (Hanpumep, uuiaeHt ¢ Capital One 2019, yreuku u3 OTKphIThIX S3-0aKeTOB).

Tpebyercst (MMcbMeHHbIH 0TYeT Ha 2-3 CTPAHMIBI):

1. Xponosorusi: BocctaHOBUTE MOCTIEA0BATEIIBHOCT COOBITHI aTaKH.



2. Ananu3 kopennbix npuunH (Root Cause Analysis): Onpenennre TEXHHUECKUE U
OpTraHHU3allMOHHBIC IIPOBAJIbI, KOTOPBIC MO3BOJIWIM WHIOUIACHTY HpOH3OI>'ITI/I (HaHpI/IMep,
ype3mepHbie npaBa |AM-posin, OTCYTCTBHE CErMEHTAIIUH, HEAKTHBHBIA MOHUTOPHUHT).

3. Ouenka no mogeau STRIDE: K kakum tunam yrpo3 (Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, Elevation of Privilege) moxHo oTHecTH meWcTBHUs
3II0YMBIIICHHAKA?

4. Pexomenmamuu: [Tpeanoxure 5 KOHKPETHBIX MEpP, KOTOPbIC TODKHBI ObLITH OBITH BHEIPEHBI
JJid IpeAOTBpaAlliCHUSA HOI[O6HOI‘O HUHOUJACHTA. PaSIIeHI/ITe X Ha TECXHUYCCKUC (HaHpI/IMep,
BHEJ[PEHHE CKaHMUPOBaHMsI KOHGHUTYpalnii) U mpoleccHbIe (Hampumep, 00s3aTeibHOe 00ydIeHUE IS
pa3paboTYMKOB 10 00JIAYHON OE30MACHOCTH).

Kpurepumn onenku:

. bBaok 1 (OrBercTBeHHOCTh WM PpuUCKH): OIEHUBAETCS YETKOCTh BHU3yaju3alluu
MOJIEJN pa3/Ie]ICeHHON OTBETCTBEHHOCTH, INIyOMHAa CPaBHUTEIBHOIO aHAIM3a PHUCKOB IS
pa3HBIX CEPBUCHBIX MOJIETICH.

. baok 2 (Koudurypauuss u IAM): OrneHuBaeTcs TOYHOCTh BBISIBJICHHUS YSI3BUMOCTEU B
KOH(UTYpaluK, MPaKTUYHOCTh PEKOMEHJAIUi, Ka4eCTBO IMPOEKTUPOBAHMs OE30MacHON CceTeBOn
APXUTEKTYPHI.

. baok 3 (Kommiaaenc m SOC): OueHuBaercss NOHUMAHHE TIPaBOBBIX HIOAHCOB,

CTPYKTYPHUPOBAHHOCTH TNIAHOB PEArHPOBAHUS, PEATUCTHYHOCTD MPABUII JIETEKTUPOBAHUS YIPO3 /IS
SIEM.

. Baok 4 (DevSecOps u anaau3): OrneHuBaercss pabOTOCIIOCOOHOCTh IMPEITOKEHHBIX
ckpuntoB s CI/CD, 3penocTh Mmojaxofa K YIpPaBICHHIO CEKpeTaMM, IIIyOMHa M CHCTEMHOCTb
aHaiM3a

pearbHOr0 MHIIUICHTA.

. OO0mee: YMeHue NPUMEHATh TEOPETUYECKHE 3HAHMSI K KOHKPETHBIM O0JIaYHBIM
cepBucaM (Yandex Cloud, AWS, etc.), ucronp3oBanue npodeccuoHaNbHON TEPMUHOIOTUH,
CTPYKTYPUPOBAHHOCTH H SICHOCTH TPE/ICTABICHUS PEIICHHH.

4.2 KoHTpoJibHbIe 3a1aHus )i TPOMEXKYTOYHOM aTTecCTAlNU

Bomnpocsl 1151 3a4era

1. Jaiite ompenenenue o6maunHbiM BblunciaeHusM 1o Bepcuu NIST. Ilepeuucnurte u
KPaTKO OXapaKTepU3yHTe NATh UX OCHOBHBIX XapaKTEPUCTHK.
2. Omnuiure cepBUCHBIC MOJIen o0OnauHbiX BbrurcieHui (laaS, PaaS, SaaS). [Ipusenure o

JIBa MPAKTHYECKHUX MPUMEPa CEPBHUCOB ISl KAXKIOH MOJICITH U O0BSCHUTE, KaK MEHSETCS 30HA
OTBETCTBEHHOCTH KIIMEHTA.

3. Uro Takoe wMmojenb pazaencHHoi orBercTBeHHOCTH (Shared Responsibility Model)?
[poummocTpupyiiTe €€ Ha MpUMeEpe pa3BepPTHIBAHUS BEO-TIPUIIOKEHHS HA BHPTYaJbHOH MalIMHE
(IaaS) u B 6ecceprepnoii cpene (FaaS).

4. OOBbscHUTE PA3HUIY MEXAY MyOJIMYHBIM, YACTHBIM, TMOPUIHBIM M MYJIbTHOOIAUYHBIM
(multi- cloud) pasBepTeiBanueM. Kakne yHUKaIbHBIC PUCKH 0€30MACHOCTH MPUCYIIA THOPUIHOM

¥ MyJbTHOOIaYHOM apXHUTEKTypam?

5. KakoBBl OCHOBHBIE MOTHBAIMOHHBIE (DAKTOPHI U COMYTCTBYIOIINE PHUCKU TPH MHUTPAIIUH
OusHeca B 00mako? OObsiCHHTE Ha pUMepe repexo/a ot JokansHoro LIO/] k mybnuunomy laaS.
6. Yrto Takoe noBepeHHas BhlumciuTenbHas cpema (Trusted Computing Base, TCB) B

KoHTeKcTe obOnaka? Kak KkoHuemius "MOBEpeHHOTo rumnepBu3opa’ BIMSET Ha 0€30MacHOCTh
MYJIbTUTCHAHTHBIX Cpen?



7. OnwuiuTe XU3HCHHBIA UK Oe3omacHOCTH gaHHBIX B oOmake (Data Lifecycle Security).
Kakne MexaHW3MBbl 3alUThl HEOOXOAMMO MPUMEHSITh HA KaXIAOM dTare (Co3JaHue, XpaHEHUE,
UCIIOJIb30BaHUE, Niepeiaya, yHUITOXKEHUE)?

8. Kak momens "pay-as-you-go" (omurtata mo ¢akTy HCIOIb30BaHMS) BIMSIET Ha TPOQHIb
PHUCKOB, CBSI3aHHBIX C aTakamMu Tuma "oTka3 B oocimyxxkuBanuu" (DoS/DDoS) B o6nake?

Paznen 2: Yrpossl, yA3BUMOCTH U yrpasienue uacHrudukanuei (10 Bompocos)

9. [lepeuncnure u oXapakTepu3yHuTe HE MEHEe IISTH KITIOUEBBIX YIpo3 0€301MacHOCTH, OMUCAHHBIX
B otyete Cloud Security Alliance (CSA) "Treacherous 12" wim "Top Threats". [TpuBeauTe mpumepsl
JUISL KaXKIOMU.

10.  Yro Takoe "uebesomacusie untepdericel u API" (Insecure Interfaces and APIS) B oGmake?
Kakue araku Bo3MokHbI uepe3 ysa3BuMbie APl ynpasnenus obiakom (Cloud Management APIs)?

11. OO0®bsacHUTE yrpo3y "yTeuKH TaHHBIX U3-3a omrOouHON KoHpurypammu" (Misconfiguration).
Kakne MHCTpYMEHTHI M MPAKTHKU TO3BOJSIOT 3((EKTUBHO BBIBIATH U MPEIOTBPAIIATh TaKHeE
yTeuku?

12. B dyem 3akimogaercs creruduka atak Ha nenouky nocrasok [10 (Supply Chain Attacks) B
o0auHbIX 3KocucTemax? [IpuBeauTe nmpuMep aTaku 4yepe3 MyOJnYHbIe KOHTEHHEPHBIE 00pa3bl WK
OMOIMOTEKH 3aBUCUMOCTEHA.

13.  [aiite ompejaeicHHEe W TPHUBEIUTE MPUMEPbl aTaKk TUNA "DKOHOMHYECKHUH OTKa3 B
ycroiunBoctu" (Economic Denial of Sustainability, EDoS). Kak 3amututh 001auHyr0 cpemy OT
MOAOOHBIX

aTak?

14. Yro Takoe ympasieHue wuaeHtudukamued u gocrynom (IAM) B oGmake? Onuinmte
KJIIOYEBbIC KOHIICTIIIMU: TPHHLUMI HAUMEHBIINX TNPUBWIETHH, pasJelieHne 00s3aHHOCTEH,
BPEMEHHBIHN

nocrym (JIT).

15. OO0bsicaute paznuily Mmexay Qenepauueii naentudukanuu (Identity Federation) u equnbsiM
BxojgoM (Single Sign-On, SSO) B koHTeKcTe THOPUIHBIX 00JIAaYHBIX cpeia. Kakyio posib urparoor
npotokoasl SAML u OIDC?

16.  Jlns gero mpeaHa3HaueHBI CEPBUCHI yIpaBieHHs cekperamu (Secrets Management) B
o0mnake? CpaBHMTE MOJXO/Ibl K XPAaHEHHUIO CEKPETOB B IEPEMEHHBIX CPEJIbl, CIIEUAIN3UPOBAHHBIX
cepBucax (AWS Secrets Manager, HashiCorp Vault) u anmapatHsix MOaynsx 0€30MacHOCTH
(HSM).

17. UYro Takoe araku Ha cropoHe kanana (Side-Channel Attacks) B MyJnbTUTEHaHTHBIX
obnakax? Kakue mMepsl MpUHMMAIOT OOJAUHBIE MPOBAMAEPHI A MU30JAIUUA BBIUYMCIUTEIbHBIX
Cpel KIIMEHTOB Ha (PU3MYEeCKOM ypOBHE?

18. Onumute yrpo3y "3axBara ydeTHbIX 3anuceil" (Account Hijacking) B o6make. Kakue
MHOTrO(akTopHble MeTonbl ayreHTH(ukauu (MFA) Hambonee 3hdeKTUBHBI I 3alUThI
MPUBWICTUPOBAHHBIX aKKAyHTOB?

Paznen 3: ApxurekTypa 0e3omacHOCTH 1 3amuTa AaHHbIX (10 BompocoB)

19. Yro Takoe HyneBoe qoBepue (Zero Trust) u kak 3Ta apXUTEKTypHAsE MOJCIb IPUMEHSETCSI
B 00s1auHbIX cpenax? OOBSCHUTE IPUHITUT "HUKOT/Ia HE JOBEPSiA, BCET1a IpoBepsii".
20. OnumuTte MoJens 0e30MacHOCTH MHKPOCEPBUCHOW apXUTEKTYphl B oOsake. Kakyro

poutb urpatoT API-mutio3bl, cepBucHas cetka (Service Mesh) u B3anmMHast ayrenTrdukarust TLS
(MTLS)?

21. Kak o0ecneunts 0e3onacHocTh KoHTeHHEpoB (Docker) B 00nake? OnuimTe NpakTUKH:
CKaHMpOBaHHE O0pa30B Ha YSA3BUMOCTH, 3aIlyCK OT HENPHUBHUIIETHPOBAHHOIO IOJIb30BATEI,
UCIIOJIb30BaHUE MOANUCAHHBIX 00Pa30B.



22. KakoBbl kItOUeBBIE acmeKThl 0Oe30MacHOW KOH(UTypanuu OOJaYHBIX CETeH
(VPC/VNet)? OObscHUTEe Ha3HaueHHE M pasHuly Mexay cereBbiMu ACL, rpynnamm
0€30IaCHOCTH U BUPTYaJIbHBIMH OpaHAMaydpaMu CICAYIOIETO MOKOJICHUSI.

23. s gero mnpegHasHaueH OOJAYHBIA MOHUTOPHHI O€30MaCHOCTH M CHCTeMa
ynpasieHuss nHpopManue u coobitusmu OezonacHocTu (SIEM)? IlpuBenure mpumepsl
KITFOUEBBIX UCTOYHHUKOB JIOTOB B oOake (CloudTrail, Flow Logs, GuardDuty).

24, OnuirTe MeTo bl IU(POBAHMS JaHHBIX B 00J1ake: M poBaHUE B TIOKOE (at rest), mpu
nepemade (in transit) u B ucnons3oBanuu (in use). Kakue texuosnoruu (TLS, KMS, TPM,
KOH(HICHIIHATHHBIC BBIYUCIICHHUS) HCIIOIB3YIOTCS ISl KaXKIOTO CITydast?

25.  Uro takoe ynpasisembie yeinyru 6e3onacaoctu (MSSP) B obnake? [IpuBeaute npumepsl
BCTPOEHHBIX CEPBUCOB Oe3omacHocTu ot mposaiiaepoB (AWS Security Hub, Microsoft Defender for
Cloud) n ux npenmMyIecTBa.

26.  OObssicHuTe mnpuHOUI "Oe3omacHocTh Mo ymoadanuro" (Security by Default) wu
"6e3omacHocTh Kak kon" (Security as Code) mpu pa3BepThIiBaHUM 00JAYHOM MH(PPACTPYKTYPHI.
Kakyro poas urparot uactpymenTsl laC (Terraform, CloudFormation)?

27.  Kakue CymIecTBYIOT CTpaTeTHH PE3EPBHOTIO KOMMPOBAHUS W aBAPUHWHOTO BOCCTAHOBJICHHUS
(DR) B 06make? CpaBHUTE MOAXObI ""pE3EPBHOE KOMUPOBAHHUE B 001aK0" U "pe3epBHOE KOITUPOBAHUE
Mexy obsiakamu'.

28. Kak obecrieunts 6e30macHOCTh OeccepBepHbIX apxutektyp (Serverless/FaaS)? Kakue
VHHUKQJIbHBIE PUCKH (HAMpPUMEpP, UHBEKIUS COOBITUH, HENpaBWIbHASS KOH(QUTYpamus IpaB

byHKMi) UM npucymu?

Pasznen 4: KoMiutaeHe, ayTuT U FOPHIAYECKHE acTieKThl (8 BOIIPOCcoB)

29.  Kakue MexayHapoaHble cTannapTel U framework Hanbosiee akTyanbHbI 1Sl OLICHKU
6e3omacHocTr obsnavnbix cpen? Onummrte Hasnadenue ISO/IEC 27017, ISO/IEC 27018 u CIS
Benchmarks 151 06;1a4HBIX TEXHOJIOTUH.

30. Kax tpedoBanus perynsropo (GDPR, ®3-152, HIPAA) BiusitoT Ha apXUTEKTypy U
AKCIUTyaTalo 00gavHbIX cucteM? OOBsICHUTE Ha MPUMEPE XPaHEHHS IEPCOHANIBHBIX JaHHBIX I'pa)/1aH
EC B ob6naxe.

31. Uro Takoe arrecranuss U cepTudukanus oOnayHbIX mpoBaiiaepoB B Poccun?

Onumure TpeboBanus @3-187 "O O6esomacHoctn KHMH" k o00nauHbBIM cepBHCcaM,
OTHECEHHBIM K KPUTHYECKON MH(MOPMAITMOHHON HH(PpaCTPYKTYpe.

32.  KakoBbl IpaBOBbI€ aCMEKTHI POBEICHUS IEHTECTOB (TECTUPOBAHUS HA IPOHUKHOBEHUE) B
obmauyneix cpenax? I[louemy HE0OXOAMMO MpeaBApUTEIHLHOE MHCHMEHHOE COTrjlacue 00JIaYHOTO
nposaiinepa’?

33. Omnumure mporiecc obmayHoro ayaura OezomacHocTH. Kakume wmHctpymentst (Cloud
Security Posture Management - CSPM) wucnonp3yroTcs sl HEHPEPHIBHOTO KOHTPOJIS
COOTBETCTBUS MOJIUTUKAM 0€30MacCHOCTH?

34.  Yro Ttakoe coriamenue o0 ypoBHe oOcmyxuBanus (SLA) B oOmake W Kak B HEM
oTpakaroTcsl acnekTbl OezomacHoctu? Ha uro crnemyer oOpamaTh BHHUMaHue B paszziene SLA,
KacaromieMcsl MHIIUEHTOB O€30TTaCHOCTH M YBEIOMJICHHIA?

35.  KakoBbl ocobeHHOCTH cyneOHO# KkommbloTepHOM skcneptusbl (digital forensics) B
oOnaunbIX cpenax? Kakue ciaoKHOCTH BO3HHKAIOT MpU cOOpe M COXPAHEHUHU JI0Ka3aTEIbCTB B
YCIOBUSAX MYJIbTUTEHAHTHOCTH U JUHAMHUYECKON HHPPACTPYKTYPHI?

36.  Kak permameHTHpyeTCs TpaHCTpaHWYHAs Tiepefada JaHHBIX TPU HCIOJIb30BAHUU
obOnaunbix cepBucoB? OOBscHUTE 3HaYeHHe HLTIOMMUHT-KIay3ynbl" (Schrems II) s
€BPOTEHCKUX KOMITAHUM, NCTIONB3YIONTUX aMEPUKAHCKHE O0TaKa.

Paznen 5: Crparerus u Oyaymue TpeHas! (4 Bonpoca)



37.  Onwmmmre 3Tambl pa3pabOTKH cTpaTeruu Oe3omacHocTH s ruOpuaHoro obmaka (Cloud
Security Strategy). Kakue Tpu KIF0YEBBIX TOKYMEHTA IOJKHBI OBITh pa3pa0d0TaHbl B IEPBYIO O4epe/nb?
38.  Urto takoe DevSecOps u kak 3Ta MpakTUKa HHTETPUPYETCS B )KU3HEHHBIN LIUKIT pa3paboTKH
o0ayHbIX mpuoxeHuid? IIpuBenuTe npuMep aBTOMaTU3MPOBAHHOM MPOBEPKU 0€30MaCHOCTH Ha dTarax
CI/CD.

39. KakoBbl OCHOBHBIC TPEH/BI U BBI30BHI B 00JIa4HOM 0€30MacHOCTH Ha Omwpkaiimme 3-5

net? OOcynuTe BIMSHUE UCKYCCTBEHHOTO MHTEIUICKTA, KBAHTOBBIX BRIYMCIICHHH M PACIIMPCHUS
nepumerpa 110 "kpas" (edge computing).

40. Kak onenuts 0611yro croumocts BiaaaeHus (TCO) cucremoii 6e30macHOCTH 00JauHOM
uHppacTpykTypsl? Kakue CKpbIThIC 3aTpaThl (HalpuMep, Ha OOYYCHHE MEepCOHANIa, WHTETPAIUIO
WHCTPYMEHTOB) YaCcTO HE YYUTHIBAIOTCS MPH TUTAHUPOBAHUH?

Kpurtepuu ouenku

Onenka «5» - (OTIMYHO)

Ilpu otBere Marepuan M3J0XKEH TI'PAMOTHBIM SI3bIKOM B  OIPEJCIICHHOH  JIOTMYECKOH
MI0CJIEIOBATEIBHOCTH, TOYHO HCIIOIb30BaHa TEPMUHOJIOTHS, TIOJTHO PACKPBITO COACPIKaHUE MaTepHraa
B 0o0beMe, NMpeayCMOTPEHHOM IpPOrpaMMOM, HPOJEMOHCTPUPOBAHO YCBOEHHE DPaHEE H3YyYEHHBIX
COITYTCTBYIOIIUX BOMPOCOB. BO3MOXKHBI O/1HA - JIB€ HETOYHOCTH NPHU OCBEHICHUH BTOPOCTETIEHHBIX
BOIIPOCOB.

Onenka «4» - (Xopomio)

OTBeT yHOBIETBOPSET B OCHOBHOM TPEOOBAHWSM Ha OLEHKY «5», HO TPH ITOM HUMEET OJWH U3
HEJIOCTAaTKOB: B U3JIOKEHUM JIOMYILEHbl HeOOoIbIIMe MpoOebl; JOMYIIEHbl OJUH — JIBa HEeAO0YEeTa IpU
OCBEIICHWM OCHOBHOTO COJACP)KaHUS OTBETa, WCIPABICHHBIE II0 3aMEUAHHIO MPEoaBaTes;
JIOIYILIEHbI OIMOKa WK 0ojiee ABYX HEIOYETOB IPU OCBELICHUHU BTOPOCTENIEHHBIX BOIPOCOB, JIETKO
UCTIpaBJICHHBIC TI0 3aMEUaHHIO MPETIOAaBATEIS.

Onenka «3» - (y10BJIETBOPUTEIIHHO)

[Tpu oTBeTE HEMOJHO WJIM HENOCIENOBATENBbHO PACKPBITO COAEp)KaHUE MaTepuaia, HO IOKa3aHO
o0111ee TOHUMaHNe, IMEJTHCh 3aTPYIHEHHSI WIH JIOMYIICHBI OIIMOKY B ONPEIACTICHUH TTOHSTHA.
Onenka «2» - (Hey1OBIETBOPUTEIHHO)

[Tpu oTBeTEe HE PACKPHITO OCHOBHOE CO/IepKaHUe ydeOHOTro MaTepualia; 0OHapyKeHO HEe3HaHUE WIIN
HEMOHUMaHue oO0ydJaromumcst Oosbliel win HauOojiee BaKHOW 4YacTH Y4yeOHOro Marepuana;
JIOTTYIIIEHBI ONTMOKY B OTIPEICIICHUH TIOHSATHIA, JTOMYIIEHBI CYIIECTBEHHBIE OITUOKH, TOKAa3aBIINe, YTO
oOyyaroimuiicst He BiajeeT 00s3aTeIbHBIMA YMEHUSMH 0 JAHHOM TeMe B MOJIHOW Mepe.



